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RIGHT TO WITHDRAW
CONSENT
When the processing of data subjects personal data
is based on their consent, they must have the
possibility to withdraw their consent to the
processing of their data at any time.

RIGHT TO OBJECT
After data collection, data subjects can object to
how their data is being handled and halt further
action, only in certain circumstances. 
For example data subjects have the right to object
to the processing of their personal data when it is
based on legitimate interest and for direct
marketing purposes.

RIGHT TO ACCESS AND
RECTIFICATION

access all the information about them;
know the source of the information;
access the information on which the data
controller has based a decision;
obtain a copy of their own data;
ask for a rectification or/and update of their
personal data.

Data subjects must be able to:

RIGHT TO ERASURE
Data subjects may request the erasure of their
personal data when it is no longer necessary for
the purposes for which it is collected.
However the request may be refused when the
organisation is legally obliged to keep hold of the
users data to comply with legal obligations, and
for evidentiary purposes.

RIGHT TO RESTRICT
PROCESSING
Data subjects have the right to request a limitation
on the processing of their personal data in certain
specific cases.

RIGHT TO DATA
PORTABILITY
Data subjects have the right to access their data,
to re-use them, and to transfer them easily from
one service to another in certain specific cases.

RIGHT TO BE INFORMED
Data subjects have the right to receive clear
information about the use of their personal data
and the exercise of their rights.

RIGHT TO LODGE A COMPLAINT
In case users are not satisfied with the way their
personal data is processed, or their rights are not
respected, they have the right to lodge a complaint
with the supervisory authority responsible for the
protection of personal data in the users country of
residence, or work.
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